AI[MOHHAA MaAMATKA /I O0YyY:

)KF B UHTEPHETE CTAaHOBUTHCS OOJIBINIE, A IIIE
Pynera. Mexay TeM, IOMUMO OIPOMHOTO KC
bl. JTa MaMsATKa I0JDKHA ITOMOYb TeOe 6e30

pychI

STO Pa3HOBU/IHOCTh KOMIIBIOTEPHBIX IIp
BJISIETCS CIOCOOHOCTD K PA3MHOXKEHUI0. B 10110
¥ IOJIHOCTHI0O YHUUTOXKHUTh Bce (ailyibl U JaHHBIE
MMEHH KOTOPOro ObLa 3alyleHa 3apakéHHas IporpamMmma, a
TOXKUTH OIEPAIMOHHYIO CUCTEMY CO BceMH ¢aitiamu B 1eaom. B
IIPOCTPAHAIOTCS BUPYCHI Uepe3 UHTEPHET.

Dbl 3AUWUMBL 0N 8PEOOHOCHBLLX NPO2PAMM:

0JIb3YH COBPEMEHHbIE OIIEPAIIIOHHBIE CHCTEMBI, IMEIOIIe CePbE3HBIN YPOBEHD 3alU
AOHOCHBIX IIPOTPaMM;

3allV/IaTKW, KOTOPbIE AaABTOMATHYECK
o X
CTAaHaBJINBAIOTCA C IIE€JIBIO ILOpa6OT € OOHOBJIEHHUSI CBOEH OII€pallMOHHOU

cucremMbl. CkauMBail WX TOJIBKO C 4G 2 paborunka OC. Ecnu cymiecTBye

[O3BOJIUT OOJIBIIMHCTBY BPEIO
KOMIIBIOTEPE;

5. Hcronb3yll BHeNIHKWE HocuTean HHGOpMalUW, Takue Kak ¢uienika, AUCK wind Gaua u
TEpHETAa, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

{e OTKpbIBall KOMIbIOTEpHBIE (daliibl, MOJyueHHble U3 HEHA/IEKHBIX UCTOUYHUKOB. Jlaxke
IbI, KOTOPbIE IIPHCJIAJ TBOU 3HAKOMBIU. JIydllle yTOUHY Y HETO, OTIIPABJISAJ JIU OH Tebe uX

FI

171 TIepelavuyl IaHHBIX, HE TeXHOJIOTHA, a BCero JIUIIb OpeH/,
sl KOMIIaHUs 3apeructpupoBania OpeHy «WECA»
Fidelity», KoTOpBIi IEPEBOIUTCS KAK «0OECIPOER

1 abOpeBHaTypa, KOTOpas
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cmu paéome 8 00w edoCmyYnHbLIX cems

HYI0 HH(POpMAaIHIO Yepe3 00IIeI0CTyITHbIE
apoJIu AOCTYTA, JIOTUHBI U KAKUE-TO HOMEPA;

S aHTHUBUDPYCHBbIE IIPOTPAMMBI U OpaH;
AYKH BUpPYyca Ha TBOE YCTPOUCTBO;

i-Fi otwioun dyHknuio «OOIMUN TOCTYII
a IO YMOJIYAHHIO, OJTHAKO HEKOTOPHIE II0JIE
BaH U B paboTe win yuebe;

ommanbii WI-FI 114 niepefaun TUYHBIX JAHHBIX, HAIIPUMeE
>TH WJIHA B 3JIEKTPOHHYIO IIOYTY;

b3yH TOJIBKO 3ammuineHHoe coenuHenne uepe3 HTTPS, a ue HTTP, T1.e. 1ipu Ha
3BOIM UMeHHO «https://»;

obmapHOM TesiedoHe oTkiatoun GyHKIUI «Iloaxmouenne k Wi-Fi aBromMmatnyecku
CKal aBTOMaTUYECKOTO ITOAKIIOUEHHS yCTPoiicTBa K ceTsaM Wi-Fi 6e3 TBoero corsiacus.

oIaJIbHBIE CeTU

ComuasbHble CeTH aKTHBHO BXQH JIoau paboTalOT W KUBYT Tam
MOCTOsIHHO, a B Facebook yxke ire 4eJIOBEK, YTO SIBJISIETCS OJHOM
CeAbMOM BCEX >KUTEJIEH IlIaHe MMOHUMAIOT, UTO HHGOpMAaIH,

PasMEIl€eHHaA UMU B COITHAJIbHE " HUCIIOJIb30OBaHA K€M YIroAHO, B
TOM YHCJIE He 0053aTeIbHO ¢ 0J1a

OcHoeHble cogembl no 6e3ona

. Orpaanupb coucok Apysei. Y Tebs B 1
TIO/Iel;

‘3ammuiai CBOI0 YaCTHYIO KM3Hb. He ykasbiBall maposii, TejedOHBI, afpeca, ATy TBOE
KIEHUs W APYTYI0 JUYHYI0 HHGOPMAIHMIO. 3JI0YMBIIUIEHHUKH MOTYT HCIOJIb30BaTh M2
OPMAaIIHMIO O TOM, KaK Thl ¥ TBOU POJUTEIH IIJIAHUPYeTe IPOBECTH KAHUKYJIbI;

]2l CBOIO PEIyTaIUIO - IEP>KH ee B YHUCTOTe U 3a7jaBail cebe BOIIPOC: XOTes ObI ThI
OJIb30BATEJI BUJENHU, YTO ThI 3arpyxkaems? Ilomymaii, mpexzae 4dYe
3aTh, HAIINCATh U 3aTPY3UTh;

BOPHUIIIb C JIIOIbMH, KOTOPHIX HE 3HAaelllb, He HCIIOJIb3yUd CBOE pe
1OpMaIy: UMsI, MECTO KUTEJIbCTBA, MECTO YIEObI U IMpoYee

dororpaduit B HTEpHETE, IZle ThI U300D
BOe MEeCTOII0JIOKEHUE; ‘
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BTO OYEeHb YAOOHBIA CIIOCOO IITATEKe
SIT TIOJIYYUTh 5TH JIEHBI'H.

OABHWJIMCH COBCEM HE€JAaBHO KW HWMEHHO
€ IIPOITKMCAaHO IIPO HUX B 3aKOHAax.

WOHUPYIOT U O HHUX YK€ IIPOIFCAHO B 3aKOHE
aHOHUMHbBIE U He aHOHUMHbBIE. Pa3HuIla B TOM, UTO aHO
IIAeTCs IMPOBOJUTH omepanuu 6e3 uAeHTH(PUKAIUNA IOJIb30B
MEHTU(MUKAITIY TT0JIb30BAaTEJIA SBJISAETCA 00A3aTETHHOM.

e/IyeT Pa3anyaTh 3JIeKTPOHHBIE (PUATHBIE JeHbIU (PaBHBI TOCYAAPCTBEHHBIM Ba.
DHHBIE HEDUATHBIE /IeHbI'Y (He PaBHBI TOCY/IAPCTBEHHBIM BUTIOTAM).

DEHbLE coBembl N0 6e30nacHoll pa60me C 3NACKMPOHHbLIMU JdeHbzamu:

IIpUBsSKH K CUETY MOOWIBHBIN TENCQQHudTO CAMBIA y/IOOHBIM U OBICTPBIN CIOCC
OCCTAHOBUTH JOCTYIl K cuery. IIpyus#SaHHbII TEMRQOH IIOMOKET, €C/IM 3a0yZJelib CBO
aTeKHBIN I1apoJib WU 3ali/lelllb HY ‘

2. Wcnosib3yii 07iHOpa30Bble Napofl
OyZIeT yrpoKaTh OIMMaCHOCTh KPaK

3. BeiOepu C/IOKHBIN TApOJIb.
HanexxHbple maposii — 3TO Mapo
CTPOYHBIE U IIPOITUCHBIE OYKBHI,
BOCKJIMIIATEJILHBIN 3HAK U T.I1. Haik

4. He BBO/IM CBOH JIMYHBIE JaHHbIEC Ha

TEKTPOHHASA [IOYTA

TPOHHAsA IOYTa — 3TO TEXHOJIOTUSA U TPeAOoCTaBjseMble €0 YCJIyT'H II0 IepPechLIK
IEHUI0 DJIEKTPOHHBIX COOOIIEHUN, KOTOPBIE PACIPENESIAIOTC B KOMIIBIOTEPHOMU
0 BJIEKTPOHHBIN IIOYTOBBIH AMUK BBITJIA/TUT cy1eAyomuM 00
b30BaTeNIA@uUMsA_JioMeHa. Takke KpoMe Iiepefjlayd IIPOCTOrO TeKCTa,
b IlepefiaBaTh Haiiibl.

Bembul NO 6e30NacHoil padome ¢ 31eKMpPOHHOU NOUMOIL:

DaBIWJIBHBIA TIOUTOBBIN cepBUC. B uHTEepHeTe e
DBHCOB, OZTHAKO JIy4llle JIOBEpATh TeM, KO




©

0JIb. Iy Ka’K0ro mOo4YTOBOTO AINIVKA JOJLK
DOJIb,

, HAIIKCATh CAMOMY CBOU JIMUHBIN BOIIPOC, UC

ITOYTOBBIX AIMIUKOB. [IepBBIA JJIsI YaCTHOU
ATO BJIEKTPOHHBIN aJIpec HE HAA0 HCITOJIH30

JIpyTHE BJIOJKEHUs B ITIChMaX Jayke eCJI OHU
IPaBJISJIN JIU OHU TeOe 9TU pauibl;

aHUsA paboThl Ha MOYTOBOM CEpPBHCE IEPEN 3aKPHITHEM BKJIA]
b Ha « BBIATH».

0 6yJIJII/IHI‘ HJIA BUPTYAJIbHOC N31€BaT€/1bCTBO

epOynauHe — TIpecaefioBaHUe COOOIIEHUSIMU, COJAEpPKAIlMMH OCKOPOJIEHNS, arpece
yrUBaHUE; XYJIUTAHCTBO; COIMATIbHOEe OQUKQIUDOBAHWE C IOMOIIBIO Pa3JINYHBIX HHTEPHE
PBHCOB.

DcHoeHble cogembl o 60pvLoOe /

1. He 6pocatica B 60ii. JIyummii
MOXXHO OOpaTHUTHCSA, TO BHAYAIIEH
OCKOPOJIEHHUS, TO TOJIBKO eIrie 060

2. YpagsJisiii cBoel krubeppermnyTang

3. AHOHMMHOCTb B CETHM MHUMAs.
AKKAYHTOM;

EMCTBUS Y COXPAHAET UX. YAaIUTh UX OyJeT KpallHe 3aTPyJHUTEIbHO;
00JI50/1a11 CBOY BUPTYJIPHYIO YECTh CMOJIOAY;

THOPUPYH eAWHWYHBIN HeratuB. OJHOpa30Bble OCKOPOUTEIbHBIE COOOIIEHUs
1poBaTh. OOBIYHO arpeccus MpeKpaIiaeTcs Ha Ha4aJIbHOW CTaJ[UH;

peccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIIEHUSMU, B COI[UAIH
0CTb OJIOKMPOBKH OTIPABKU COODOIIEHU C OTIPE/IeJIEHHBIX a/IPECOB;

1eTesib KubepOysuimHra. TBOU JEHCTBUA: BBICTYIIUTH ITPOTHB
0 IEHCTBUS OLIEHUBAIOTCSI HETATUBHO, TIO/IJIEPIKATh JKE
b, COOOIIUTH B3POCIBIM O (hAKTEe arPECCUBHOTO Tl




e Opaysepsl yKe MPaKTHYECKU JOTHAJIU HAC
Ia BJIEUET 32 COOOM OOJIBIIYIO CIOXKHOCTD U M€
]

L

BOJIUTEJI BBIIIYCKAIOT OOHOBJIEHHS, 3aK]
DOVICTB.

7 0e3onacHocmMu MoouAbHO20 meaedo

[I0-HACTOAIEMY OecIUIaTHBIM. ByZb 0CTO]
KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TQ

l
oripaBuTbh SMS, ¢oTto wim Buzaeo. Tol TouHO 3HAE

0 0OHOBJISITH OIIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(OHa;
b3y aHTUBUPYCHBIE ITPOTPAMMBI 77151 MOOWJIbHBIX Te€JIE()OHOB;

3arpyskaii NPUIOKEHHs OT HEU3BECTHOTO MCTOYHHKA, BeJb OHH MOLYT COJEL
OHOCHOE IMporpaMMHOe obecIieueHue;

0CJIE TOTO KaK ThI BBIK/IEIIH C caiiTa
paysepa u yaaau cookies;

. [lepuognyecku nmpoBepsail Kakyigil

8. JlaBaii cBoii HOMep MOOWJIb
JIOBepsielllb;

9. Bluetooth gosxeH ObITH BBI
IIPOBEPSTH 3TO.

Online urpsr

)BPpEMEHHbBIE OHJIAMH-UTPHI = 3TO KPAaCOUHBIE, 3aXBATHIBAIOIIINE. Pa3BIeUueHNs], 00beIUHIION]
U THICSY YEJIOBEK 10 BceMy MUPY. VITPOKU HCCIIEIyIOT AJAHHBIA UM MHP, OOIIAIOTCA JAPYI
OM, BBITIOJTHAIOT 33/IaHUSA, CPAYKAIOTCA C MOHCTPAMH U TMOJIyJaOT OMBIT. 3a YZI0BOJIbCTBHE

: IOKYIIAIOT IVICK, OTLJIAYNBAIOT ADOHEMEHT WJIN TPHUOOPETAIOT KaKHUe-TO OIIIHH.

CpeJZicTBa W/YT Ha IOJJiep:KaHUe U Pa3BUTHE HUIPHI, a Takke Ha camy 0e30
BYIOTCSl CHCTEMBI aBTOPHU3AI[UM, BBIIYCKAIOTCSA HOBble IaTtyu (IudpoBbIE
M), 3aKPBIBAIOTCS ySI3BUMOCTU CEPBEPOB.

CTOUT OIlaCaTbCA HE€ CTOJIBKO CBOUX COIIEPHHUKOB, CKOJIE
HOBaHa CUCTEMA aBTOPU3allu1 OOJIBIIIMHCTBA HUrp.

DNACHOCIMU MEe0e20 UZpoeo20 akx




KOB II0 UTPE;
I aJIbHBIE ITATYH U MOJBI;
pas3HbIe IIapoJIu;

€ CTOUT OTKJII0YaTh aHTUBHpYC. Iloka ThI 1

) :ﬁ: A JIMYHBIX JAHHDBIX

KEll JIeHer U JIOKYMEHTOB CErO/iHsA VK€ HUKOrO He Y/UBHIIb,
XHOJIOTHM 3JIOYMBINIJIEHHUKNA I€PEMECTH/INCh B HWHTEPHET, u
1 «JIIOOMMBIM» J1€JIOM.

ABUJIACH HOBAas yrpo3a: NHTEPHET-MOIIEHHUYECTBA WU (DUIIMHT, TJIaBHAS HETb KO
T B MOJIyYeHUU KOHOUIEHITUATIbHBIX JAHHBIX I10JIb30BaTesiell — JIOTHHOB U IapoJie

nKcKoM sA3bIKe phishing uurtaerca kak ¢ummunr (ot fishing — pribHas JTOBJIsA, passwo
POJIb).

CHOBHbBLE cogembl N0 O0pPHLOe ¢ gliuuHzoM: i
1. Ciiein 3a cBOMM aKKayHTOM. " J; TBOSI aHKeTa ObLjla B3JIOMaHa, TO

HEOOX0AMMO 3a0JIOKUPOBATH ee f ; M pecypca 00 3TOM KaK MOKHO
CKOpee;

2. Mcronp3yit 6e30macHbIe BEO-C \ y ATA3HOB U MIOUCKOBBIX CHCTEM;

A30M, ecJu Tebs B3JIOMalOT, TO
poduiio B ceTH, a He KO BCEM;

. Th BCEeX CBOUX 3HAKOMBIX, KOTOPBIE
q00aBJjieHbI y TEOS B APY3bsAX, O TOM, YTO T€OS B3JIOMaI ¥, BO3MOKHO, OT TBOErO MMEHH Oy/ie
ACCHIIATHCSA CITaM U CCHLJIKM Ha (DUIITUHTOBBIE CAUTHI;
CTaHOBU Hajie>KHBIM 11apoJib (PIN) Ha MOOWIBHBIH TesieOH;

[OYM COXpaHEHHeE MmapoJisi B Opaysepe;

pBIBal (hailIbl U APyTHeE BIOKEHU B IUChMaXx JlaXke eCJIM OHU IIPUIIUIN OT TBOUX
)YHH Y HUX, OTIIPABJISLJIN JI OHU Tebe 3TU (paiibl.

AL

O HEraTHuBHAA HJIHM IIO3UTHUBHAA HE

13MCE CH A ] B 4




KOMBICJIEHHO OTHOCSATCS TyOJTMKAIUU
303MOXKHBIX IMOCJIeZCTBUI. THI Jazke HE CMOXKE
as 5 JIET Ha3a/l, cTajla IPUYUHON OTKa3a Mpu

e TBoux (pororpaduil u pyrue AencTBUA
nib. ThI He 3Haellb, KTO COXPAHUJI 3Ty UH(

COXpaHMJach JIM OHA, a IJIaBHOE: UTO IOy
yBUZAT 3T0. Halitu nuadopmanuo MHOTO Jie
1, TaK ¥ ¢ HAMepeHneM IPUYUHUTD BpeJl. IT

0 3qwyume yug@dpoaeoit penymayuu:

2KJIe YeM YTO-TO IIyOJIMKOBATh U IlepefiaBaTh y ceOs B OJiore

TPOMKaX HNPOGU/IA yCTAaHOBU OrPaHUWYEHMsA Ha IIPOCMOTD TBOEro Ipod
MOT0, CZIeJIald €r0 TOJIBKO «JJIA IpYy3ei»;

le pasmenaii U He ykasbiBalli MH(POpPMAIHIO, KOTOpAasd MOXKET KOTro-JIM00 OCKOpPOIATH
JKaTh.

ABTOpCKOE IIPAaBO

CoBpeMeHHbIe IIIKOJIbHUKH- aKTHE [ 0 mpocTtpaHcTBa. OIHAKO AaIeKo
He BCe€ B3HAT, YTO II0JIb30B A [H(dPOBOTO MHpPA TpedyeT
COOJII0ZIeH NS TIPaB Ha NHTEJIJIEK \

TepMHH  «HWHTEJJIEKTyaIbHAS v ) K Ppa3JIMYHBIM TBOPEHUAM
YeJIOBEUEeCKOro yMa, HaunHasA ¢ HOF '0603HAYAOMIKX COGCTBEHHOCTD Ha
NPOAYKTBI U VYCJIYyTM , © 3aKa @ororpadusaAMU, KUHODUIBMAMH H
MY3BbIKaJIbHBIMU IIPOU3BEAECHUAMU. . '

ABTOPCKHE IIpaBa - 3TO IIPpaBa HAa WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEJEHUS HAYKU
WTEpPaTypbl W MCKyCCTBA. “ABTOPCKHE IIpaBa BBICTYIIAIOT B Ka4yeCTBE TapaHTHU TOTO, YTC
ITEJIJIEKTyaJIbHBIA /TBOPUECKUI TPY/T aBTOpa He OyZeT HaIpacHbIM, JaCT €My CIIPaBEJINBH!

OJKHOCTH 3apaboTaTh Ha pe3yJbTaTaxX CBOEro TPy/a, MOJIyYUTh W3BECTHOCTh W IIPU3HA
0 0e3 paspellleHus aBTOpa He MOXKET BOCIIPOU3BO/IUTH €T0 MTPOU3BE/IEHHE, PACIPOCTPAH
YHO JIEMOHCTPHUPOBATh, IIPO/AABaTh, HMIIOPTHPOBATh, IIyCKaTh B IIPOKaT, IIyO
Th, IIOKA3bIBATh/ MCIIOJIHATH B 3(prpe Win pa3zmemaTs B IHTepHETE.

aHHE «ITUPATCKOTO» IMIPOrPaMMHOT0 00ecIeYeH s MOKET IIPUBECTH K MHOTY
HHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKH TBOETO YCTPOUCTBA, I/I€ YCT:
yorpamMa. He crout Tak:ke 3a0bIBaTh, UTO CYIIECTBYET JIeTaJIbHE
¢ MO>KHO HAalTH B CETH.







